§792.67

©)@)(G), (H), (1) and (f). However, if an
individual is denied any right, privi-
lege, or benefit to which he would oth-
erwise be entitled by federal law, or for
which he otherwise would be eligible,
as a result of the maintenance of such
records, the records or information will
be made available to him, provided the
identity of a confidential source is not
disclosed.

(c) For purposes of this section, a
“‘confidential source’” means a source
who furnished information to the Gov-
ernment under an express promise that
the identity of the source would re-
main confidential, or, prior to Sep-
tember 27, 1976, under an implied prom-
ise that the identity of the source
would be held in confidence.

[54 FR 18476, May 1, 1989, as amended at 60
FR 31912, June 19, 1995; 64 FR 57365, Oct. 25,
1999; 65 FR 63790, Oct. 25, 2000]

§792.67 Security of systems of records.

(a) Each system manager, with the
approval of the head of that Office,
shall establish administrative and
physical controls to insure the protec-
tion of a system of records from unau-
thorized access or disclosure and from
physical damage or destruction. The
controls instituted shall be propor-
tional to the degree of sensitivity of
the records, but at a minimum must
insure: that records are enclosed in a
manner to protect them from public
view; that the area in which the
records are stored is supervised during
all business hours to prevent unauthor-
ized personnel from entering the area
or obtaining access to the records; and
that the records are inaccessible during
nonbusiness hours.

(b) Each system manager, with the
approval of the head of that Office,
shall adopt access restriction to insure
that only those individuals within the
agency who have a need to have access
to the records for the performance of
duty have access. Procedures shall also
be adopted to prevent accidental access
to or dissemination of records.

§792.68 Use and collection of Social
Security numbers.

The head of each NCUA Office shall
take such measures as are necessary to
ensure that employees authorized to
collect information from individuals
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are advised that individuals may not be
required without statutory or regu-
latory authorization to furnish Social
Security numbers, and that individuals
who are requested to provide Social Se-
curity numbers voluntarily must be ad-
vised that furnishing the number is not
required and that no penalty or denial
of benefits will flow from the refusal to
provide it.

§792.69 Training and employee stand-
ards of conduct with regard to pri-
vacy.

(@) The Director of the Office of
Human Resources, with advice from
the General Counsel, is responsible for
training NCUA employees in the obli-
gations imposed by the Privacy Act
and this subpart.

(b) The head of each NCUA Office
shall be responsible for assuring that
employees subject to that person’s su-
pervision are advised of the provisions
of the Privacy Act, including the
criminal penalties and civil liabilities
provided therein, and that such em-
ployees are made aware of their respon-
sibilities to protect the security of per-
sonal information, to assure its accu-
racy, relevance, timeliness, and com-
pleteness, to avoid unauthorized disclo-
sure either orally or in writing, and to
insure that no information system con-
cerning individuals, no matter how
small or specialized, is maintained
without public notice.

(c) With respect to each system of
records maintained by NCUA, Agency
employees shall:

(1) Collect no information of a per-
sonal nature from individuals unless
authorized to collect it to achieve a
function or carry out an NCUA respon-
sibility;

(2) Collect from individuals only that
information which is necessary to
NCUA functions or responsibilities;

(3) Collect information, wherever
possible, directly from the individual
to whom it relates;

(4) Inform individuals from whom in-
formation is collected of the authority
for collection, the purposes thereof, the
routine uses that will be made of the
information, and the effects, both legal
and practical of not furnishing the in-
formation;
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